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Motivation

e Analyzing people and their networks has
become an increasingly important task
e Web has huge social network presence

— Users participation in Web 2.0, e.g., Facebook,
YouTube, Blogs, etc.

— People mentioned in Web content, e.g., news
sites, Wikipedia, etc.

e Databases have social network presence

— E.g., customer data, terrorism data, etc.

—
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Social Network Analysis (SNA)

e Study of social networks and their elements
e Nodes can represent people, groups or organizations
e Tasks & Applications:

— Association discovery
— Expert finding
— Recommendation
e Past SNA assumptions:
— Only single type of nodes and links

e Today and Tomorrow’s SNA:
— Multi-modality: multiple types of nodes and links

— Distributed: same person/group/organization in different
networks . SMU
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Objectives

e Semantic social network representation
— Multiple node types
— Multiple link types

e Integration of multiple networks

e SSNetViz development
— Storage
— Integration
— Visualization
— Search
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Example: Terrorism Networks

e Domain expert collaboration:

— Center for Political Violence and Terrorism
Research (ICPVTR)

e MIPT’s Terrorism Knowledge Base (TKB)
— 858 terrorist groups + 1464 terrorists

e Wiki Terrorism Network
— 471 terrorist groups + 542 terrorists

e Both networks

— 277 terrorist groups + 112 terrorists

School of
Information Systems . g SINGAPORE MANAGEMENT

IIIIIIIII




Abu Sayyaf Group (ASG) in MIPT’s
Terrorism Knowledge Base (TKB)

-

Abu Sayvyaf Group (ASG)




Abu Sayyaf Group (ASG) in Wiki Terrorism
Network
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Heterogeneous Attribute Sets

e TKB attribute sets

— Group (Name, Aliases, Locations, Strength, Classification,
URL)

— Person (Name, Aliases, URL)
e \Wiki Terrorism Network attribute set

— Group(Name, Aliases, DateFormed, Description,
Categories, URL, VersionURL)

— Person (Name, Aliases, DOB, Description, Categories, URL,
VersionURL)
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Matching Nodes
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Entity Resolution

e Find matched node pairs
e Synonyms: Same node but different names

e Homonyms: Different nodes but same names
Table 1: Matched Node Pairs

TKB Network WikiTerrorism
Network

Terrorist Group Terrorist Group

1 | Moro National Libera- Moro_National_
tion Front (MNLF) Liberation_Front

2 | Abu Sayyaf Group (ASG) Abu_Sayvyaf

3 | Jemaah Islamiva (JI) Jemaah_Islamiyah

4 | al-Qaeda Al-Qaeda

5 | Rajah Solaiman Movement Rajah_Solaiman_Movement
Terrorist Terrorist

6 | Isnilon Totoni Hapilon Isnilon_Totoni_Hapilon

7 | Radulan Sahiron Radullan_Sahiron

& | Abubakar Khadaffy Janjalani | Khadaffy_Janjalani

— 9 | Abdulrajik Janjalani Abdurajik_Abubakar_Janjalani
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Semantic Social Network Representation

Each network can have different node and link types
and node attributes.

We model each network as:
<SetofNodeTypes,SetofLinkTypes,G>

G represents a graph instance with node and link
Instances

Each node type t has a set of attributes t.AttrSet

Each node instance v has v.type and v.attr
attribute value

Each link instance (vi,vj) has (vi,vj).type
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SSNetViz Storage Scheme

e ATTRIBUTE table (for node types):
ATTRIBUTE(sourceid, nodetypeid, attributename,
attributeorder, ismultivalued, domainid)

— stores the set of attribute names, their orders, and
ids of their domains for each node type

e DOMAIN table:

DOMAIN(domainid, domainname, datatype,
minvalue, maxvalue)

— stores the data types of attributes
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SSNetViz Architecture

Integrated
Network

\ | \
Network | Network <:>
Storage | g
Integrator
Manager € M Uier
Network Explorer >
ey
. Network Network Network L Query
Visualizer Search Export/Import Relevant
_Network
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Integration Framework of SSnetViz

-
—— Node Matching
Network 1
T L Node type | o Rule based Manual -«
< Matching Node Matching Node Matching
Network 2
e I

W i K

Integrated Network

—
Matched Matchmg atched Merged
Node Types _Rules [ Nodes J (_Network

Integration with Other Networks

Matching rule = conjunction of conditions and each condition involves a
matching function and a pair of attributes, one from each node to be matched.

Different matched node pairs may be derived by different matching rules.
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Matching Rule Specification

Set Rules and Match Entities for TKE and Wikipedia

Rule Condition

- [] Condition
Use ‘Fuzzy String Match | hd ‘ for ‘Name | hd ‘ and |Name | hd ‘
Mo, Entity 1 Entity 2 Justifi Statistic of record pairs
1{Ahu Midal Qrganization Abu Midal Organization J¥es (No ® Unconfirmed
2|Abu Sayyaf Group (ASG) Ahu Sayval Group (ASG) J¥es ' No ® Unconfirmed 1,100
3\Al Badr Al Badr )Yes (_'No ® Unconfirmed 1,000
4141 Burg Al Bur ¥es ([ No ® Unconfirmed 400
54l Davva Al Dawa ¥es ([ No ® Unconfirmed 800
B|Al Jihad Al Jihad i¥es (' No (® Unconfirmed
T|Al Gaeda (AU) Al Qaeda (A0) Z)Yes ()No ® Unconfirmed
BlAl-Agsa Martyrs Brinades Al-Angsa Martyrs Brigades J¥es ' No ® Unconfirmed
alA-Bary Al-Earg ¥es (_'No ® Unconfirmed

10|Al-Itihad al-lslami Al-Ittihad al-lslami

Yes (' No (® Unconfirmed

11|Al-Mansaarian Al-tdansoorian

' ¥Yes (' No & Unconfirmed

Option for auto match

Wikipedia

) Select AllYes ) Select AllNo  _ Select All Unconfirmed e
Source Name

B TEB's Group Matched B TEB's Group Unmatched
B Wikipedia's Group Matched
Wikipedia's Group Unmatched

Confirm judgements
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Manual Matching

Set Rules and Match Entities for TKB and Wikipedia

Rule

Name of Group from TKB (582 )

Name of Group from Wikipedia (208 )

J L L Statistic of record pairs
1stWechanical Kansas Militia - 055_Brigade -
21 June =] Abu_Midal_Organization =|
28 May Armenian Organization Abu_Savyal_Group
313 Afghanistan_Liberation_Crganization
3rd Continental Congress African_Elood_Brotherhood
Ahdurajak Janjalani Brigade (AJB) Aftikanar_Weerstandshewading
Akl al-Abhas Al-Agsa_Martyrs_Brigades 1,100
Ahu Bakr al-Siddig Fundamentalist Brigades Al-Assifa
Abu hlus'ab al-Zargawi Battalion Al-Dawa Looo
Accolta Mazinuale Corsa Al-Haramain_Foundation 900
Achik Mational Yolunteer Council (AW Al-Ittihad_al-1slami
Actiefront Mationistisch Mederland Al-Jihad 800
Action Committee of Winegrowers ] Al-Ma'unah ] -
]
Add Pair ¥ | | Remove Pair A
300
400
Name of Group from TKB Name of Group from Wikipedia ] 300
Cornimittes for Liguidation of Computers (CLODO) CLODO -
Cormmunist Combatant Cells Carmmunist_Combatant_Cells 200
Cormmunist Party of India-Maoist Cammunist_Party_of_India_{Manist)
Carmmunist Party of Mepal-Manist (CPR-M) Comrmunist_Party_of_Mepal_(Maoish =
Conscientiols Arsonists (CA) Caonscientious_Arsonists 0
Continuity lrish Repuhlican Army (CIRA) Cantinuity_Irish_Republican_Army TKE Wikipedia
Contras Contrag
Covenant Sword and Arm of the Lord {C5A) The_Covenant,_The_Sword,_and_the_Arm_of_the_Lord Source Name
DHKFIC Revolutionary_People's_Liberation_Party-Front B TKE's Group Matched ¥ TKB's Group Unmatched
Ciagestani Sharitah Jamaat Shariat_Jarmaat W Wikipedia's Group Malched
Ciernocratic Frant for the Liberation of Palestine (DFLFY Dernocratic_Front for_the_Liberation_of_Palestine
Dirma Halarn Daoga (DHDY Difna_Halirn_Daoga Wikipedia's Group Unmatched
Ciukhtaran-e-millat Dukhtaran-e-iillat =

Confirm judgements
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Integrated Network
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Network Visualizer

SSnet¥iz - SSHet ¥isualization Tool

Graph Mode Search Help

Current Mode : Navigation Mode | Node Search: | |

| Abdurajak Janjalani Brigade (a3 “Nchor Mode Your Anchor Nodes
De-Anchor Mode

<Isnilon Ty Abu Sayyal Group (85G) [Group]
Expand Mode

Collapse Node
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0,245
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0_0en
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- et a. m-. ‘ Profile

|Muru Islamic Liberation Front {MILF}? .-

T o 0.415 —
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Brs
' v
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Network Search

e Node search
— Full text search on nodes
— Rank nodes by relevance weighted by sources

e Path search
— Returns paths from source to destination nodes

— Rank paths by:
e Path length
e Rarity rank
e Betweenness centrality

e Closeness centrality
School of ]‘é SMU
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Node Search

Mode Search
Seatch Option

Hamas |[ Search ]
Search Result: 57 document(s)
Lt [z J{e J[ wee |
E{h F_'.II Sources (57) s A
g :EE:E:j;?SEn(EIDSJ FntityID:93 MNamehamas Strength greater than 1,000 members URL httpwrwrwe mipt. org! Aliases. .
-7 tkb_group (10 Locationsisrael¥acontent hrmiter¥owest bank/gaza Philosophy hamas iz a wiolent outgrowth of the ., hamas' founder
[#-I5) tkb_person (10} and spiritual leader, sheikh ahrmed yassin, was actively involved in non-violent mushm
=I5 wikipedia_group (10) L ipedia gt { total score: 045
e Article (10)
i Categories (2) T T
i M Description (4) : : o s . . ;
. Hame (2) deputy to sheikh ahmed wassin, the spiritual leader of hamas. as yazsin's deputy, he functioned as hamas' leader in
o URL(2) gaza. for his involvement in hamas, he was imprisoned for 7 years. after his release in 1996, he served az hamas'
‘o YersionURL (1) oheerver to the plo central council (plo-cc) and served as hamas
I wikipedia_person (10) t el
mahrmd al-zahhar
gaza in april 1989, he then served az hamas' unofficial representative to the plo from january 1990
tkbh person (0.11% wikipedia person (0.13% fotal soore: 023
wasfl kabha
EntityID: 3044 MNameswasfi_labha URLhttpHen wiltpedia orgiwilifwasfi_kabha Categorieshamas. .. [[palestindan
national authority]] and iz a [[hamas]] member. he was detained by [[israel]]1 authorities in june along with other
hamas ministers and parliament members in a clampdown against their
wikipedia person (0207 W
combined_score(r;) = E wy, X rel_score(vi) i
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Path Search

Path Search

SO [TEB, ICPYTR, 'Wikipedia] W
Starting Mode tkb_group v Jemaah Islamiva (I} W
niding Mode tkb_group w fbu Sayyal Group (45G) w
ethod K_SHORTEST_PATH v
aximurm Path Length |3 :
[ Find Path ] [ Cancel ]

e Path betweenness: Sum of the betweenness of nodes in the path.

Node betweenness: Number of shortest paths between any two nodes in
the network that pass through the node.

e Path rarity: Average rarity of nodes along the path.
# paths fromsource to target viathenode

Node rarity: 1 — F SMU
Information Systems #paths from source to target < OIL)
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Path Search

Path Search Result for Jemaah Islamiyah (JI) ,Abu Sayyaf Group [(ASG]

Jemaah Islamivah (113 {icpykr_group)
Abu Sayywaf Group (A5G (icpytr _group)

[ Path 2

Jernaah Islamiyab (1) (icpvtr _group)
Moro Islamic Liberation Fronk (MILF) (icpyvtr _group)
fbu Sayyaf Group (A5G) (icpytr _group)

[]Path 3

Jemaah Islamivab (1) (icpvkr _group)
Furdistan Workers' Parky (PEK) (tkb_group)
abu Sayyal Group (A5G) (icpykr_group)

[]Path 4

Jemaah Islamiyvah (113 {icpykr_group)

Al Qaeda (AQ) (icpvtr_group)

fbu Sayyaf Group (A5G0 (icpytr _group)

[]Paths

Jermaah Islamivab (1) (icpvtr _group)
Taliban {icpevtr_group)
fbu Sayyaf Group (A5G (icpytr _group)
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Conclusions

e SSNetViz addresses:
— Visualization of heterogeneous social networks
— Network integration
— Search and exploration
— Graph export and import

e Terrorism network datasets:
— TKB Network

— Wiki Terrorism Network
— ICPVTR Network

School of
Information Systems . g SINGAPORE MANAGEMENT




Future Work

e Network integration
— Improved entity resolution
— Attribute resolution
e Network analysis
— Community finding
— Trend spotting
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