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Path Privacy Problem

path query
(source a,  destination b)

result path

Inference attack
a: user’s home/office, user identity
b: clinic specialized for a certain disease

Protection by Path Query Obfuscation

John

Semi‐trusted 
path server

info:  “John” is going to clinic, possibly has a disease

Semi‐trusted
path server

(trusted) path 
query obfuscator

John
result path

Obfuscated path query
(source set A,  destination set B)

result path sets

Privacy Protection verse Service Utility

Breach probability:

Path search performance:

1
|A|×|B|

O(∑a∈Amaxb∈B||a,b||2)

Independent Obfuscated Path Query

User specifies a protection requirement (the min. beach probability)
Path Query Obfuscator determines the sizes of A and B

Shared Obfuscated Path Query

A: ‘a’ and fake sources
B: ‘b’ and fake destinations
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Threats

Possible Trajectory Prediction
info:  “John” would travel in the resulted path

Stronger protection (smaller breach probability)
if  larger |A| and |B| are used.

Faster search if  small |A| and closely located 
destinations are specified.

Breach probability:
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Breach probability:
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Number of path searches (Dijkstra’s search): 2

Number of path searches: 2

Breach probability:
1
3×4

1
12

=

Number of path searches: 3

Shared Obfuscated Path Query saves  path search 
overhead, while retaining small breach probability.
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